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1
Decision/action requested

Proposes a response to SA2 LS on this topic.
2
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3
Rationale

As part of Key Issue #2 (Support of Non-3GPP access for SNPN) in [2], one of solution that SA2 is considering is Solution #16, which proposes that the same credentials that are stored in the AAA to access WLAN network is also used to access the SNPN with NG-RAN as shown in Figure 6.16.2-1 of [2], which is copied below for reference. 
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Figure 6.16.2-1: Access to SNPN with NG-RAN and to WLAN Access Network using the same credentials

In the above solution, the AAA which is used for WLAN access network authentication is also proposed to be reused for SNPN access with NG-RAN with the AAA playing the role of Credential Holder (CH/AAA).
In the LS in [2], SA2 ask SA3 “whether the use of SUCI with any of the privacy protection methods defined in TS 33.501 is possible based on the procedures proposed in solution #16 in TR 23.700-08 and provide any necessary feedback”.

To answer this question, we need to consider two cases:
a) SUPI (Identifier) privacy is NOT provided over WLAN, i.e., the EAP method used over WLAN does not support SUPI/identifier privacy (e.g., EAP-TLS without subscriber privacy, EAP-AKA’, EAP-AKA)

b) SUPI (Identifier) privacy is provided over WLAN using an EAP method that supports SUPI (Identifier) privacy (e.g., EAP-TLS with subscriber privacy, 5G EAP-AKA’)

For case a), since there is no subscriber privacy provided over WLAN access, the same can be achieved for accessing SNPN with NG-RAN by using the “null-scheme” for SUCI.

For case b), the SUPI privacy can be achieved by either reusing one of the existing schemes specified in clause 6.12 of TS 33.501 or by sending anonymous SUCI in the registration message (as described in step 2 of clause I.2.2.2.2 of TS 33.501).
Though it was not explicitly requested in the SA2 LS, it should be noted that it is possible to reuse the same SNPN credentials that is used with NG-RAN for the WLAN access authentication. For example, if SUPI privacy is provided over SNPN, then an EAP method that supports SUPI privacy can be selected for WLAN access authentication so that the SUPI privacy is not compromised over WLAN network.

Therefore, it is possible to reuse the same credentials that is used for WLAN access for accessing SNPN with NG-RAN  by reusing the existing SUCI protection methods already specified in TS 33.501.
4
Detailed proposal

It is proposed that SA3 reply to SA2 stating that use of same credentials for access to SNPN with NG-RAN and to WLAN Access Network as proposed in Solution #16 is possible by reusing the SUCI protection mechanisms already specified for SNPN in TS 33.501.
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